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1. Overview

This document explains GLN integration scenarios and the integration process and specs.

2. Required information for partner registration

Partner need to fill in the yellow column.

Item Description Sample
Partner Code(3-digit HNM
Alphabet Code)
Partner Name Hana Members
Point : Local Currency 1:1
Ratio
Point Display Text 30,000 p
Currency KRW
Country Republic of Korea
Default Language Setting Korean/3t2
Unregistered User Service YES
Usage
Partner Type Partner
(Partner/Reseller) * Partner: Bank

* Reseller: Selling coupons,
etc

registration date YYYY-MM-DD 2017-Sep-29

Icon image

3. GLN Use Cases

Use Case

Description

Member Registration

Process for partner member joins to GLN

Authentication

Process for Single Sign On to GLN

Point Inquiry

Query current point balance

MNliw | N~ H

Point Remittance

Send/Receive point between GLN member




1

Member Registration

User Partner GLM [ 504 ] [ IDCS ] [Cnmmerce] [ ODBx ]

Partner App Connection
completed

Click GLM Link

Request Partner PYW

Input Password

*;I Verify PW

1] Call Regster page with Partner User ID{Encrypted)

]
Request Agreement
T

REsponse Agreement Request GLN ID Registration
'= Generate
<o o
Register D .
»| Register ID
B ~ ) ~ Register ID
2) Partner User ID{Encryfited), GLN 1D via REST API .
ACK . _
Responss ID registration
B = JGLN IWT Assertion
Request JWT Assertion[client=6LN) | o0 oo
= % validation
N GLM Jaccess Token

Show GLM Main Screen

A. End User login to the partner app
B. Click GLN link in the partner app. User can connect GLN only via partner app link.
C. Proceed with re-authentication process in the partner app

D. Partner app checks this user is registered in the GLN or not and redirect the user to
the service agreement or main page (GLN page will use external browser, not in-app

view)
E. When user clicks ‘agree’ button, GLN ID will be generated.

F. After GLN ID registration process in GLN side, GLN will call the service which
provided by partner. This service receives the GLN ID and save this ID to the partner

user store.

G. After registration done, GLN will create user session with access token and redirect

user to the GLN page.
2) Authentication

Authentication is done by partner and GLN accepts the assertion issued by partner.




User Fartner GLN
[Server)
Partner App Connection
" Completed
Click GLM Link N
Requast Partmar PW
Input Password*
:; Werify P
"(__| Create GLM JWT Assertion
------------------------------ Fof|

Redire
4=

Red

Send IWT Assertipn (client = partner)

verify Aocess Token
Create GLM FWT Asserti

Ct to commerce with Access Tioken

rect to commerce with Access Tpken

IDC3

prard JWT Assertion [dient = parther)

(__IWT assertion validation

Partner Access Token

frward JWT Assertion |clent=GLN)

(__| IWT Assertion validation

GLN Access Token®*

Commerce

Jauthenticate

®)__walidate Access Token
]

p— Create User Session
<]

User already authenticated by Partner.

When user clicks GLN Link in the partner app, partner request re-authentication

After re-authentication, partner creates JWT Assertion’ and redirect the user to the

GLN with this assertion.

GLN verifies the validity of JWT assertion.

GLN get access token which will be used in the GLN.




3) Point Inquiry

GLN UI OBDx SOA Partner

Call Point Inguiry

Y

OBDx inguiry points

Y

Point inguiry service

Response

Fy

Success Error
{Will also return points in success case)
-

Return Points

A.  GLN uses the GLN ID as a parameter to query the partner's point.

B. The partner's points will be displayed on the screen.

4) Point Remittance

GLN Ul OBDx S04 [ Hzna ][ Taizhin ]
N System Ve

Call OBDw API fior Point Inguiry

OBDx calls points inguiry Hana System paints Inquiry
¥ semice

5 . Response
Return Points uccess{Error

Search beneficiary with mabile

N Search beneficiary with mobile

Return GLN 1D, Mame
Return bensficiary name

Call to calculate with exchange
rate

Return caloulate value

Create points transfer request

Responss with details
[confirm page)




GLN Ul OBDx S04 | Hana } | Taishin }
e 5','5tEITI e

Execute payment

|« Check Payment Limits

Debit Service to debit points

Hana System Debit Service

Success/Errar Response{Success/Error)

_:l Errar Handling [Failure)

Adaptor

Credit Service to Credit points
[Success Cazg]

Taishin System Credit Service

* Response{Success/Errar]
Responze

|1 Error Handling [Failure)

|« Payment Status Updste in OBDx

Confirm Transfer

A.  Query current user point from the partner.

B. User input recipient’'s mobile number.

C. Partner return recipient's GLN ID

D. User input amount of the point to send

E. User checks the calculated value with exchange rate

F.  When user click “Transfer’ button, it will pop-up confirm page.
G. After user confirm it, point transaction executes.

H. Debit transaction from sender’s account.

I Credit transaction to receiver’s account.

J.  Shows transaction result to the user.

4. Reports for admin

A.  The Partner Admin can view the GLN Membership Report.
B. The Partner Admin can view the pageview of the GLN main page.

C. GLN provides settlement-related reports to the partner manager.



5. Integration Tasks

1) Member Registration
Use Case GLN Task Notes
Connecting to | Add a link to an existing | Provide GLN URL
GLN partner APP and set URL
After checking whether
user have joined the GLN,
user is taken to the service
agreement page or main
page.
When user clicks the link,
partner app re-
authenticates the user and
redirected to the GLN
page.
Service Use the GLN Common |Is it possible
Agreement Services Agreement page | that the
service
agreement
can be
changed by
partner?
Sending GLN ID | Add GLN ID field to
to partner existing user store table
(GLN ID is 32 characters)
Provides service (ex, Open | After user is registered
API) to receive GLN ID and | into the GLN, GLN will
store it in the user store call the service to send
newly issued GLN ID to
partner.
2) Authentication
Use Case Partner Task GLN Task Notes
Authentication Send JWT Assertion GLN  verify the JWT
Assertion and process

creating user session in




GLN

3) Point Inquiry

Use Case Partner Task GLN Task Notes
Point Inquiry Point inquiry service with | Call the corresponding
GLN ID — Open AP], Socket | service to inquiry the
points.
4) Point Remittance
Use Case GLN Task Notes
Point Remittance | Point Credit with GLN ID — | Call the corresponding
Open API, Socket service to «credit the
points.
Point debit with GLN ID — | Call the corresponding
Open AP], Socket service to debit points
Point Debit Cancel with | Call the corresponding
GLN ID — Open API, Socket | service to debit cancel
points.
User Search Search user's GLN ID with Needed GLN
mobile number ID for

transferring

point to

another

partner
Search user name and Needed to
phone number with GLN display point
ID transfer

details




6.

1)

2)

Interface Spec

Member Registration

Send key value to receive GLN ID after GLN ID issued.

Key will be transferred to GLN when user clicks ‘GLN link’ in the partner app.

- Parameter sent by partner when user clicks GLN Link

Parameter Name Type | Description Sample Data
key string | Encrypted user ID from a

partner
Example)

https://www.gln.com/register?key=xxxxx

[Request message from GLN to a partner system]

Name Type | Description Sample Data
key string | Encrypted user ID from a

partner
gln_id string | Global loyalty network’s

unique ID

(Length : 32 byte)

Authentication

i. JWT Assertion Sample




JWT.io Decoded JWT
Encoded Decoded
eyJANXQjUzITNiI6I jRJIAGt6Zz15dHNjRDFwT2s5Y
21E0U95bn1wcFExNmSvdERFR2d6SWdaX28:LCJ4NX L
Qi0iItSGxUSjBmVzZzVe5tc11ZX2IxVW1uU1kxZk@ d°: “oauth_trust
iLCJraWQi0iJvYXVBaF98cnVzdDEILCIhbGCi01iS nee
UzI1NiJ9. eyJzdWTi01iJkYW5ueS5]cmFuZUBvenf
GVKZW Nvl 1 ;
oibX1udW1iZXTil I
JwMz Y ywia
3) Point Inquiry
[Request from GLN to a partner system]
Name Mandatory | Description Sample Data
gln_id () Global loyalty network’s
unique ID
(Length : 32 byte)

[Response from a partner system]

Name Mandatory | Description Sample Data

total_amount_point o User's total amount of | 410000
point

total_amount_value User's total amount of

point value. (Optional)

response_code o Response  code  from | 0000

partner system

response_message () Response message from | Success

partner system

4) Point Remittance (credit / debit)

[Request from GLN to a partner system]

Name Mandatory | Description Sample Data




sender_gln_id o Sender GLN ID (Global
loyalty network’s unique
ID)
(Length : 32 byte)
receiver_gln_id [ ) Receiver GLN ID (Global
loyalty network’s unique
ID)
(Length : 32 byte)
transaction_date [ Transaction date of user 20171012
(YYYYMMDD)
transaction_time o Transaction time of user 103001
(HH24MISS)
transaction_tracking_id o uuid for interface with
GLN
transaction_amount_point o Amount of point for | 10000
credit or debit
transaction_amount_value Amount of point value for
credit or debit. (Optional)
[Response from a partner system]
Name Mandatory | Description Sample Data
transaction_tracking_id (] uuid for interface with
GLN
sender_gIn_id o Sender GLN ID (Global
loyalty network’s unique
ID)
(Length : 32 byte)
receiver_gln_id o Receiver GLN ID (Global
loyalty network’s unique
ID)
(Length : 32 byte)
transaction_date (] Transaction date of user 20171012
(YYYYMMDD)
transaction_time o Transaction time of user 103001
(HH24MISS)
total_amount_point User's total amount of | 410000

point. (Optional)

total_amount_value

User's total amount of




point value (Optional)

transaction_amount_point Amount of point for | 10000
credit or debit

transaction_amount_value Amount of value point
for credit or debit
(Optional)

approval_date o Approve date

approval_no o Approval transaction id

response_code o Response code  from | 0000
partner system

response_message [ Response message from | Success

partner system

Remittance point (cancel point)

[Request from GLN to a partner system]

Name Mandatory | Description Sample Data
sender_gIn_id [ ) Sender GLN ID (Global

loyalty network'’s

unique ID)

(Length : 32 byte)
receiver_gln_id o Receiver GLN ID

(Global loyalty

network’s unique ID)
(Length : 32 byte)

transaction_date () Transaction date of | 20171012
user
(YYYYMMDD)
transaction_time o Transaction time of | 103001
user
(HH24MISS)
transaction_tracking_id o uuid for interface with
GLN
original_approval_date o Original transaction | 20171012
date
(YYYYMMDD)
original_approval_no o Original transaction

approval no




cancel_transaction_tracking_id () uuid for cancel
transaction with GLN
transaction_amount_point () Amount of point for | 10000

credit or debit

transaction_amount_value

Amount of value point

for credit or debit

(Optional)
[Response from a partner system]
Name Mandatory | Description Sample Data
sender_gIn_id () Sender GLN ID (Global
loyalty network's
unique ID)
(Length : 32 byte)
receiver_gln_id o Receiver GLN ID
(Global loyalty
network’s unique ID)
(Length : 32 byte)
original_approval_date [ ) Original transaction | 20171012
date
(YYYYMMDD)
original_approval_no ] Original transaction
approval no
cancel_transaction_tracking_id () uuid for cancel
transaction with GLN
transaction_date () Transaction date of | 20171012
user
(YYYYMMDD)
transaction_time o Transaction time of | 103001
user
(HH24MISS)
approval_date [ ) Approve date 20171012
approval_no o Approval transaction id
total_amount_point User's total amount of | 410000
point (Optional)
total_amount_value User's total amount of
value point (Optional)
transaction_amount_point o Amount of point for | 10000




cancel

transaction_amount_value

Amount of point value

for cancel
response_code ] Response code from

partner system
response_message o Response message

from partner system

Get user information to receive point money through the GLN ID

[Request from GLN to a partner system]

Name Mandatory | Description Sample Data

gln_id [ ) GLN ID

[Response from a partner system]

Name Mandatory | Description Sample Data

gln_id (] GLN ID

user_mobile_phone_number User mobile phone | 101230010
number

user_phone_country_code Phone country code +82

user_full_name User’'s full name

user_first_name (] First name

user_middle_name Middle name

user_last_name [ ) Last name

user_email User email address abc@gmail.com

total_amount_point User's total amount of | 410000
point for credit

total_amount_value User's total amount of | 410000
value point for credit

response_date o Response date of | 20171012
system
(YYYYMMDD)

response_time [ ) Response time of | 103000
system
(HH24MISS)

response_code () Response code from | 0000
partner system

response_message ] Response message from | Success




partner system

Get user information to receive point through a phone number

[Request from GLN to a partner system]

Name Mandatory | Description Sample Data
phone_number [ Mobile number 101230010
phone_country_code o Phone country code +82
[Response from a partner system]
Name Mandatory | Description Sample Data
gln_id () GLN ID
user_mobile_phone_number () User mobile phone | 101230010
number
user_phone_country_code o Phone country code +82
user_full_name User's full name
user_first_name [ ] First name
user_middle_name Middle name
user_last_name ([ ] Last name
user_email User email address abc@gmail.com
total_amount_point User's total amount of | 410000
point for credit
total_amount_value User's total amount of | 410000
value point for credit
response_date [ ) Response date of | 20171012
system
(YYYYMMDD)
response_time [ ) Response time of | 103000
system
(HH24MISS)
response_code o Response code from | 0000
partner system
response_message [ ) Response message from | Success

partner system




Appendix A. Interview Questionnaire

Category

Questionnaire

App

Is there a separate App that users are using? Is it Native or Web?

User Information

The GLN ID is generated with a 32-digit random number and needs to be
expanded by adding fields to existing partner user information. Is it

scalable?

Authentication

Is there a standard authentication interface available?
1) Whether SAML is supported, service availability with IDP (Identity
Provider)
2) Whether OAuth is supported

Is it possible to create JWT Assertion and send it to GLN?

Integration

Is it possible to provide services in Open API format? The following items
are necessary for linking with GLN.

1) Inquiry, Credit, Cancel

2) User GLN ID, name return by mobile number

3) Get new GLN ID and update to user information

If the Open API method is not possible for the above services, what is the

available interface method?




Appendix B. FAQ

1. What is the format of the JWT Assertion?

JWT (Jason Web Token) is a small, URL-safe standard for exchanging information between

two parties on the Web. (RFC 7523)

GLN is provided authentication information of partner as JWT assertion type, and verifies

access to GLN by issuing Access Token.

The reason for introducing this method is to provide convenience to the user by using
the same authentication method used by existing partner apps without issuing separate

authentication information (new ID and password, etc.) to the user.



